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Contact centers taking payments generate over $300 billion 

in revenue worldwide each year (JLL Research). While a shift 

to digital channels is underway, the use of contact centers 

still continues to grow for operations and sales support. 

When security compliance is lacking, multiple threats, fraud 

and breaches can occur. Security and compliance practices at 

contact centers (sometimes referred to as call centers) are of 

critical importance, as these examples of breaches point out: 

28%
Contact centers do not 
accept payment card data

72%
Contact centers accept 
payment card data

•  In 2016, AI Solutions, a Mumbai-based security 

firm, was caught selling mobile phone records and 

personal information at an offshore contact center 

in exchange for as much as $1000 per data set, 

according to the Sydney Morning Herald. 

•  Also in 2016, the Federal Communications 

Commission (FCC) fined AT&T Services $25 

million in relation to consumer privacy violations 

that occurred at contact centers in the Philippines, 

Columbia, and Mexico involving 280,000 

customers in the United States.

•  In 2017, a contact center employee at Saint Louis-

based SSM Health accessed personal health care 

information for as many as 24,000 patients. 

•  Lloyds Banking group investigated a Belfast, UK, 

contact center employee in 2017 at Halifax Bank 

who was eventually sentenced for using obtained 

personal information to defraud a bank customer 

out of over $30,000. 

Contact center challenges

Security is a major concern for contact centers when 

considering the large amounts of data handled by individuals 

capable of creating a massive breach in the Enterprise. Some 

72% of contact centers accept card payments (Card Not 

Present) – either from company brands or from one of the 

five payment card brands associated with the Payment Card 

Industry Security Standards Council (PCI SSC). (Note: Visa, 

MasterCard, American Express, Discover, and JCB started the 

PCI SSC to create one security regulation for all participating 

payment brands. The PCI SSC was mandated to develop and 

oversee one Data Security Standard (DSS) for organizational 

processing, transmitting, or storing payment card information 

or cardholder data (CHD)). The six goals related to payment 

card data protection, found on the PCI SSC website (PCI SSC), 

appear as 12 requirements for organizations to follow to protect 

payment card account information. The requirements result in 

over 400 compliance security controls and test procedures.

Many contact centers still struggle to maintain 
compliance with PCI DSS standards due to 
the complex nature of their environments, 
incorporating multiple layers of technology, 
and intricate data flows. Additionally, by nature 
contact centers incorporate high volumes 
of people, with generally low staff retention 
compared to other industries. Is there a better 
way to solve this compliance challenge?
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Understanding the problem

To understand the solution, it’s critical that we understand 

the problem that needs to be solved. Contact center 

operations require a balance between people and technology 

to successfully meet customer needs. The entry-level agent 

positions can require minimal education and technical skills 

and can have high turnover rates. Traditionally, the solution 

to contact center data protection is a mix between user 

training, awareness and monitoring, and compensating control 

technology for systems that are required to fulfil a whole range 

of activities (such as telephony environment, CRM, desktop, 

call and screen recording, and IP voice network). These security 

procedures and controls include restricting access to data, 

monitoring transmission of data, preventing needless expansion 

of the Cardholder Data environment by isolating the contact 

center environment from the rest of the organization, and 

minimizing the retention of payment card data.

Non-compliance with data security regulations in contact 

centers is a major threat. In Europe (under the EU), the fines 

associated with a data breach have increased significantly under 

the General Data Protection Regulation (GDPR) with an upper 

limit between 2% to 4% of global organization turnover. Some 

would argue that the real damage is reputational, and certainly 

for public companies, we have seen a direct correlation between 

a data breach and share price value for listed companies.

Adding to the challenge is outdated pause-and-resume call 

recording technologies. Pause and resume technology was used 

as a compensating control for call recording by call recording 

companies as a means to prevent storing of sensitive data on 

call recordings. These solutions, require the recorder to be 

paused while collecting payment information, preventing not 

only CHD but also any spoken voice from being stored. The 

challenge is the agent is still exposed to sensitive data and, as 

such, so is the environment within which they work.  

The unnecessary gap in the recorded call is also a concern 

from an audit trail and complaint resolution perspective. 

This outdated technology can leave businesses vulnerable 

to expensive security breaches. The average global breach 

costs £2.8 million (approximately $3.62 million USD). Verizon 

provides annual research on data breaches and sustainable 

payment security control environments. Maintaining PCI 

Security compliance can be demanding. To help guide 

industries, Verizon’s Data Breach and Payment Security Report 

help organizations identify the risks and advise on strategies 

for simplifying the compliance process. This is primarily through 

scope reduction, which involves minimizing the need to enter 

and include systems components in the CHD data environment. 

The overall data protection effort is simplified when the need 

for management and maintenance of components is reduced.

PCI Pal’s solution

Companies frequently implement policies and technology to 

limit contact center risks to payment card and other sensitive 

data. But what if these risks could be eliminated completely by 

not allowing CHD into the contact center environment? It’s now 

possible to descope contact center payment processing from 

PCI DSS Requirements by using a PCI compliant solution that 

uses Dual Tone Multi Frequency (DTMF) masking technology 

for CHD collection, preventing the data from reaching the 

contact center environment but taking a payment seamlessly 

with the customer and agent in conversation throughout. The 

PCI Pal solution allows payment card information to be entered 

into the payment application without computer and/or agent 

access to the data. The agent simply asks the customer to use 

their telephone keypad to enter the card information. Contact 

center agents securely capture payment card data using DTMF 

while maintaining full communication with the customer. The 

system eliminates sensitive card data from the conversation, 

helping to reduce fraud loss. 72 percent of contact centers 

that take payments require customers to read payment card 

numbers out loud, exposing the data to staff members, call 

recording systems, telephony environments, voice networks, 

and any desktop payment or CRM application to which the 

agent would enter the data. 

Summary

Collecting $37.24 from John Doe

PAN

Expiry

CV2

Back Next

1863

Figure 1. PCI Pal’s Agent Assist agent 
interface

When a payment is required, the 
agent opens the Agent Assist desktop 
application and asks the customer 
to enter their card details using the 
telephone keypad.

As the customer enters card details via the 
keypad, the app displays asterisks to the 
agent with a counter showing the number 
of digits entered. The card data does not 
reach the contact center.
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Multiple advantages

PCI Pal is a cloud solution. No card data is handled within  

the contact center environment, which means risk is 

significantly reduced. The payment aspect of the call is simply 

intercepted at the point a payment is required to achieve PCI 

compliance. The PCI Pal solution integrates with the call flow 

and, at the point of payment, intercepts the telephone keypad 

tones as entered by the customer. This means the agent doesn’t 

hear or see the card data, yet the customer and agent can still 

have a conversation throughout the process and the sensitive 

card data is prevented from reaching the agent or contact 

center environment. No re-engineering of the call handling or 

system upgrades are needed – just straightforward integration 

of Agent Assist to deliver a seamless call flow for both 

customers and call handlers. The solution is built around the 

contact center so the customer service operation can continue 

to operate in the way that best suits customer experience 

within that environment, but does it securely. Customer 

payment data handling is secured, and many of the PCI DSS 

12 Requirements are no longer applicable because they are 

no longer in-scope. This allows for faster implementation of a 

secure contact center environment as part of the organization’s 

wider PCI program, which naturally brings with it significant 

operational cost savings as the PCI Pal solution improves the 

PCI compliance status of that contact center. 

In summary, businesses that replace pause-and-resume 

systems with modern DTMF masking technology will receive 

many significant, long-ranging benefits, including: 

•  A contact center environment that takes sensitive 

information in a compliant manner

•  A reduction in breach exposure

• A streamlined, less-complicated work environment

•  Enhanced monitoring of brand and reputation 

perceptions and changes

•  Productivity gains, since compliance will be 

significantly easier

• SAQ-A versus SAQ-D for the contact center

The benefits of removing contact 
centers from scope 

From a business standpoint, it is easy to understand how 

maintaining a minimum level of complexity adds to the 

value of the employees operating within the contact center 

by allowing them to attend to customer calls, which should 

be their focus. Removing payment card account data from 

a contact center environment has many direct and indirect 

benefits. To maintain compliance, contact centers that process, 

transmit or store cardholder data have to focus mainly on six 

of the twelve PCI DSS Requirements. When a contact center is 

in-scope, there is the expectation to demonstrate compliance 

during annual validation of the controls. That is just within the 

contact center. These controls include: 

• (Req 3) protect cardholder data

• (Req 5) validate workstation requirements for malware

•  (Req 7) verify only those individuals with related 

job roles can access in scope systems and cardholder 

data applications

• (Req 8) validate identity management 

•  (Req 9) verify physical security - including use of video 

cameras, visitor logs, and the demands of securing 

the environment
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Additionally, there is the need to validate the PCI 

requirements of the supporting IT security and operational 

systems. For example, firewalls to protect in-scope systems, 

such as the workstations, within a contact center that must 

adhere to the PCI DSS. There are other requirement needs to 

ensure that the default systems settings, including wireless, 

are changed. Overall, this is a considerable amount of effort 

and cost to maintain technology in a secure state. 

It is easy to understand, based on the challenging high contact 

center agent turnover rates, how any system reliant on people 

can and often does result in inconsistent performance. In 

addition to legacy solutions such as pausing recordings and 

a clean desk policy, an additional option is user introduction 

technology to prevent people from gaining access to a large 

number of payment cards. The inconsistencies associated 

with pause-and-resume call recording or maintaining clean 

room environment policies ultimately result in systems being 

in-scope for PCI and an unknown level of risk to the company. 

Worth noting are the indirect benefits to removing sensitive 

data from a contact center environment, such as the 

reduction or elimination of the need for background checks 

and security awareness training associated with PCI DSS. A 

business also can implement a telecommute program without 

concerns of sensitive data being recorded or written in an 

agent’s home office. This could reduce costs associated with 

renting office space for the contact center. While this is not a 

direct saving to the business, it provides opportunities to find 

other cost-saving measures relating to the location without 

compromising the security of the business or its clients.

Figure 2. Call and payment data flow with indication of PCI scope 

080078239

PCI Pal in scope

Agnostic Payment
Gateway

Card data
flow

Caller voice flow,
no cardholder data

Agnostic Telephone
Provider

Contact Center

Out of scope for PCI Pal
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Maintaining compliance in or out of scope

Having systems in scope or out of scope rarely changes 

the reporting processes for level-one service providers or 

merchants. Internal security assessors and Qualified Security 

Assessors (QSAs) maintain the same role in reporting all 

controls within a compliance report. They will continue to 

ask many of the same questions during interviews relating 

to systems not in scope. Organizations need to continue to 

maintain accountability and responsibility for all controls from 

Requirement 1 through Requirement 12. 

Merchants will then provide evidence of compliance related 

to the PCI DSS. This includes all services from an external 

vendor. There are two methods for validation of service 

providers. The first method is to include the service provider 

within the validation assessment of the merchant. The second 

is for the service provider to give the merchant an Attestation 

of Compliance (AOC) with the requirements defined by the 

merchant (Control 12.8). In both situations, the service provider 

is responsible for carrying out the security controls and the 

merchant maintains accountability of all controls, including 

those under the responsibility of the service provider. Even 

though accountability is not transferable to a service provider 

who is processing, transmitting, or storing CHD for the 

merchant, this approach reduces a level of effort and scope for 

the merchant organization, in many cases significantly. 

Table 1 (pg. 9) shows a sample of three contact centers 

across the globe that collect payment data. The table shows 

the inconsistent approaches, the need for compensating 

controls, prevention of systems from storing CHD, efforts 

used to reduce scope and other operations challenges when 

payments are accepted. The examples are consistent with 

a larger data set that indicates two-thirds of the centers 

are using compensating controls. While surveys indicate 

60% of contact centers use pause and resume (stop-start) 

recordings (ContactBabel), all the centers in Table 1 were 

using some combination of automated or manual pause and 

resume technology to prevent recording of CHD or Sensitive 

Authentication Data (SAD).



Type of 
organization

Business process outsourcing 
services to customers in the 
banking and financial services, 
customer services, telecom and 
media, and healthcare sectors

Business service provider Hospitality and hotel

Country USA Philippines UK

Brief description 
of contact center

Main business is contact center 
service provider for various 
customers. Approximate size of 
contact center ranges from 25 
to 200 agents; payment data 
received in various formats, such 
as insurance payment collections 
and renewals, in calls and 
medical policy renewal via fax. 

Main business is contact center 
service provider for various 
customers. Approximate size of 
contact center ranges from 30 
to 1000 agents. Payment data 
received primarily over call; 
call recordings were stored as 
part of customer contract for a 
minimum of one year.

Contact centers are in United 
Kingdom and Spain for hotel 
reservations, payments and 
cancellations. Agents place 
outbound calls for collections 
and take inbound calls for 
payments made. All agents are 
physically located in the contact 
centers.

Solution in use to 
protect CHD

Manual Stop-start / mute-and-
unmute call recording: Contact 
center agent physically stops 
the call recording for part of the 
live call when the customer is 
reciting card details.

Automated pause-and-resume 
technology: Software recognizes 
when the agent has transferred 
through to the payment screen 
and pauses the recording.

Automated and manual mix of 
pause-and-resume technology

Compensating 
Controls

Six compensating controls 
were used for Requirement 8 
relating to the use of passwords 
due to the lack of Centralized 
Authentication System (such 
as TACACS+ or RADIUS) for 
network devices. 

None Six compensating controls were 
in use for Requirement 11 as the 
center lacked FIM software on 
several hundred “contact center” 
workstations. 

Compliance 
simplification 
and scope 
reduction 
methods used, 
and ways Verizon 
helped with this

Not storing any CHD or SAD

       

Implementing segmentation to 
separate contact center network

Implementing segmentation to 
separate contact center network

When contact center staff 
launched the payment page to 
enter cardholder data, voice 
recording stopped automatically, 
so no PAN data or card 
validation codes or values were 
in the recording or other storage 
of CHD.

DSS compliance 
challenges

Reliance on compensating 
controls instead of de-scoping; 
protecting hard copy archives 
that contain account data (CHD 
and/or SAD)

Protecting call-recording 
archives that contain CHD, 
which include voice recordings

People are the biggest 
challenge in this contact center 
environment: ensure they 
follow best practices to secure 
cardholder data, not put card 
data on paper, shred all paper 
with sensitive data, not share 
passwords, etc.

9

Table 1 - Details of Contact Centers Assessed by Verizon
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What is best practice for a contact center environment?

In conclusion, suggested practice is to prevent payment  

data from entering the environment in the first instance. 

Without payment card data, there is no risk of an internal 

threat or mishandling. A breach of technical systems will not 

lead to a compromise of the data. Additionally, it removes  

the need for the contact center to be part of PCI scope.  

This approach ensures the CHD is not within technology or 

the workspace and that people in the contact center cannot 

lead to the compromise of information. 

Contact center environments can be high-risk for internal 

and external threats and require significant levels of effort 

and cost to implement and maintain security. Verizon’s 

2018 Payment Security Report identifies methods for 

building and maintaining the 12 PCI DSS Requirements 

and 9 Factors of Control Effectiveness and Sustainability 

for a secure compliance program. Many current methods 

to prevent recording or storage of CHD are inconsistent. 

The best way to implement contact center security is by 

consistently preventing CHD from entering the environment 

using an automated solution. Agent Assist by PCI Pal is a 

cloud solution that removes data from the contact center 

environment. It blocks data from contact center agents, 

which significantly reduces the risk of mishandling payment 

card data provided by clients. Agent Assist is a telecom PCI 

DSS Certified Service Provider (Level 1) and is payment and 

telephony provider gateway agnostic, so the opportunity to 

de-scope whilst maintaining core processes is available to 

companies today. 

About PCI Pal and Verizon’s Professional 
Services Security Assurance practice 

PCI Pal is a specialist provider of secure payment solutions 

for contact centers and businesses taking Cardholder Not 

Present (CNP) payments. PCI Pal’s globally accessible cloud 

platform empowers organizations to take payments securely 

without bringing their environments into scope of PCI DSS 

and other relevant data security rules and regulations.  

With the entire product portfolio served from PCI Pal’s 

cloud environment, integrations with existing telephony, 

payment, and desktop environments is simple and light-touch, 

meaning no degradation of service while establishing security 

and compliance. With extensive operations and technical 

experience of the contact center sector, PCI Pal is qualified to 

deliver operationally efficient cloud-based payment security 

solutions to organizations operating on a global scale. PCI Pal 

has offices in the UK and North America.

The Verizon Professional Services Security Assurance practice 

delivers consulting and assessment services for long-term, 

measurable improvements in data protection and compliance. 

Verizon provides consultancy support, advice and guidance. 

We lead and implement information security and assurance 

programs for specific projects or across entire groups.

In 2017, Verizon Professional Services Security Assurance 

practice and PCI Pal established a business relationship –  

a collaboration on payment card industry (PCI) opportunities 

through the joint publication of white papers, public speaking 

engagements, and other joint marketing and sales initiatives.
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